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WE CREATE SOLUTIONS

Data Protection Statement

We welcome your interest in our website www.zeppelin-systems.com and would like to make your visit
as enjoyable as possible. The operator of this Website and the controller for the processing of your
personal data through this Website is

Zeppelin Systems GmbH, Graf-Zeppelin-Platz 1, 88045 Friedrichshafen, Germany, Tel.: +49 7541 202
02, Fax: +49 7541 202 1491, email: zentral.fn(at)zeppelin.com

Alongside easy, efficient operability, we consider the protection of your personal data to be a top priority.
The protection of your privacy is a key concern for us when processing personal data and we take this
into account in all our business processes.

Therefore our processing of personal data collected during a visit to our Website always takes place in
line with the respective provisions governing data protection.

This data protection statement will tell you which of your personal data are collected and retained when
you visit our Website or use our services offered through the Website. You will also receive information
on how and on what legal basis your data are used, what rights you have with regard to the use of your
data, and which contact methods are available to you.

1. Processing of personal data and purposes of the processing

When visiting our Website

You can visit our Website without disclosing information regarding your identity. When you open
our Website, your browser information will however be automatically sent to our Website serv-
ers, and temporarily stored in a log file. Your identity is not disclosed by this information.

The following information is recorded without your consent, and is retained until it is automati-
cally erased after six months:

= The IP address of the requesting computer,

= the date and time of the visit,

= the name and URL of the accessed file,

= the browser that you have used and if applicable, your computer’s operating system,
= websites from which the user’s system has reached our Website (referrer),

= websites which are opened through our Website from the user’s system.

These data are collected and processed to enable use of our Website (connecting). These data
are retained exclusively for technical reasons, and at no point are they attributed to a specific
person. The collection of these data serves to ensure system security and stability, as well as
technical administration of the network infrastructure. The legal basis to this extent is point (f) of
Article 6 (1) GDPR. Our legitimate interest in data processing lies in ensuring that our Website
functions properly, and that communication through the Website is properly handled. In relation
to the foregoing, we cannot attribute this information to you personally.

We also use cookies and web analysis services for our Website (see clause 2).

When registering for our newsletter

You have the option of giving consent to receive the newsletter. To register for our email news-
letter, we use the double opt-in process, i.e. you will first receive a generic email to confirm your
registration. If you do not confirm this within 4 weeks, your registration will be automatically
deleted. If you confirm your wish to receive the newsletter, we will save your e-mail address until
you unsubscribe. The purpose of this storage is to be able to send you the newsletter. Further-
more, at the time of registration and confirmation, we store your IP addresses, the times of your
registration and the e-mails sent as part of the DOI process in order to prevent misuse of your
personal data and to be able to provide proof of correct sending. The legal basis for the
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processing of these data is point (a) of Article 6 (1) GDPR. Without your data, we are unable to
send you our newsletter.

To send the newsletter, we use only your email address as well as other data voluntarily pro-
vided by you to send the newsletter and other information on a regular basis (e.g. offers). In
certain cases, you may also have the option of giving your consent to personalization of our
newsletter content.

At the end of every newsletter, there is a link which you can use at any time to unsubscribe from
our mailing list. You can also unsubscribe by sending an email request to ZSD-Newsletter@zep-
pelin.com. This withdraws your consent to receive our newsletter. You can exercise this right of
withdrawal at any time with immediate effect, without affecting the legality of any past processing
which took place on the basis of the consent.

If you have given us your consent to personalization of the newsletter, we analyze your usage
behavior for each newsletter by using cookies and similar technologies to analyze your interac-
tion with the newsletter (e.g. opening, clicks and read duration). We then use this information to
customize future communication. Personalization in the newsletter is based on an analysis of
your interaction with the newsletter, your voluntarily provided master data and your IP address.
For this purpose, we use the following e-mail marketing tool:

Rapidmail GmbH, Augustinerplatz 2, 79098 Freiburg i.Br, Germany

The following data will be processed in the email marketing tool from www.rapidmail.de for
marketing and optimization purposes:

E-mail delivery

E-mail opening

Time of opening and clicks

End device used for opening, clicking and booking
Clicking behavior within the e-mail

Country origin of the e-mail

The legal basis for this data processing is your consent, in accordance with point (a) of Article
6 (1) GDPR. You have the right to withdraw your consent at any time. You can withdraw your
consent at any time by unsubscribing from the newsletter.

When using the contact form

If you have any questions, we provide the option of contacting us via a form provided on the
Website. The following information is required to allow us to answer your questions:

. Address
. First name and surname,
. valid email address,

We store this information for verification purposes for a period of up to 3 years. The purpose of
collecting the data provided in the contact form is to identify the requester, and to be able to
reply to the request properly and via the requested communication channel. This is also our
legitimate interest. The legal basis for data processing is point (f) of Article 6 (1) GDPR.



When using your data for advertising purposes

Zeppelin generally has a legitimate interest in using the data collected from you (e.g. as part of
entering into a contractual relationship or for creation of a customer account) for advertising
purposes. For this purpose, we use your first name, surname, the company if applicable, and
the postal address to send you postal advertising. Insofar as Zeppelin has collected further
personal data for marketing purposes (e.g. purchased products or services), these will also be
stored in compliance with statutory provisions. This enables Zeppelin to send you advertising
that is aligned as closely as possible with your needs.

The legal basis for this is the legitimate interest of Zeppelin, in accordance with Point (f) of Article
6 (1) GDPR, in the promotion of its products and services. You may revoke your consent to this
use of your personal data at any time with immediate effect. To do so, you can use the Zeppelin
contact details (mail / e-mail / telephone) stated in this Data Protection Statement.

Cookies and social plugins

Cookies

We use cookies on our Website. These are small files which your browser automatically creates
and which are stored on your terminal (PC, laptop, tablet, smartphone, etc.) when you visit our
Website.

Cookies are used to make your visit to our Website easier and more enjoyable. This is why we
use session cookies to detect that you have already visited individual pages on our Website, or
that you have already signed into your customer account. They are automatically deleted after
you leave our Website.

Insofar as you have given us your consent to this, We use temporary cookies to enhance user-
friendliness. These are stored on your terminal for a specific period. If you visit our site again to
use our services, the system automatically detects that you have visited us previously, as well
as your input and settings so that you do not need to enter them again. the legal basis for this
is point (a) of Article 6 (1) GDPR. You may revoke your consent at any time using our cookie
settings.

We also use cookies to record statistics regarding the use of our Website, and to analyze these
for the purposes of optimizing our Website to meet your needs, and to show information which
is specifically tailored to your interests. If you visit our Website again, these cookies allow us to
automatically see that you have visited the Website previously. These cookies are automatically
deleted after a defined period.

Most browsers automatically accept cookies. You can configure your browser in such a way that
no cookies are stored on your computer, or so that a prompt appears before a new cookie is
created. Completely disabling cookies may, however, lead to some of the functions of our Web-
site being lost.

Google Analytics

In order to tailor our Website to your needs and for continuous optimization of the site, we use
Google Analytics, a web analysis service from Google Ireland Limited, Gordon House, Barrow
Street, Dublin 4, Irland (https://www.google.de/contact/impressum.html). Pseudonymized user
profiles are created and cookies used in this context. The information generated by the cookie
through your use of the Website, e.g.

= browser type/version,

= operating system used,

= referrer URL (previously visited site),

= hostname of the accessing computer (IP address),
» time of server request,
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is transferred to a Google server in the USA and stored there. The information is used to analyze
use of the Website. This information may also be sent to third parties, insofar as this is a statu-
tory requirement. Your IP address is never combined with other Google data. IP addresses are
rendered anonymous to prevent attribution (IP masking).

The transfer of personal data to the USA will only take place with your express prior consent.
The legal basis for the storage of cookies and further analysis of the data over a period of 24
months is the consent that is granted (point (a) of Article 6 (1) GDPR). You can withdraw your
consent at any time in the cookie settings.

Showing videos (YouTube)

In several places on our Website, we have embedded videos which are provided by a third
party. This concerns videos from the “YouTube” platform. YouTube is a service of Google Ire-
land Limited, Gordon House, Barrow Street, Dublin 4, Irland (https://www.google.de/contact/im-

pressum.html).

The video content is visualized exclusively through the provider’s use of “enhanced data pro-
tection mode”. As a result, only by clicking on a video can a cookie be stored on your computer
to collect data for YouTube, and this data may be collected and processed further. We have no
influence over this data collection and processing.

If you have a YouTube account and are signed in to it when you open YouTube on our Website,
information can be attributed to your YouTube account in relation to the visit to our Website and
clicking on videos. If you wish to prevent this, you must sign out of your YouTube account before
using our Website and watching the videos.

More information is provided in the Google privacy policy, available at
https://www.google.com/intl/en/policies/privacy!/.

YouTube videos are integrated on the basis of your consent in accordance with point (a) of
Article 6 (1) GDPR. You can withdraw your consent at any time in the cookies settings.

If you do not wish to transfer data to YouTube, do not click on the videos embedded on our
Website.

Google Retargeting/Remarketing

On this website, we use the remarketing function or “similar audiences” function of Google Ire-
land Limited, Gordon House, Barrow Street, Dublin 4, Ireland (https://www.google.de/con-
tact/impressum.html). The purpose of this function is to present you, as a visitor to our website,
with interest-based advertising as part of the Google network. When you visit the website, your
browser stores cookies, which are small text files, on your computer; these make it possible to
recognize you when you access websites that belong to the Google advertising network. On
these websites you can then be presented with advertisements based on content you have
previously accessed on websites that use the Google remarketing function. According to its
own statements, Google does not combine the data collected as part of remarketing with any of
your personal data that may be stored by Google. In particular, according to Google, pseudon-
ymization is used for remarketing. Your data will also be processed by Google in the USA. Your
data will only be transferred to the USA with your express consent.

The use of the remarketing function or “similar target groups” function is based on the consent
you have given. The legal basis is point (a) of Article 6 (1) GDPR. You can withdraw your con-
sent at any time in the cookies settings.
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Use of Google AdWords conversion tracking

We use Google AdWords — another offer from Google Ireland Limited, Gordon House, Barrow
Street, Dublin 4, Ireland, to draw attention to our attractive offers by means of advertising mate-
rials (so-called Google AdWords) on external websites. These advertising materials are deliv-
ered by Google via so-called “ad servers.” Ad Server cookies are used to evaluate performance
parameters such as ad impressions, clicks and conversions. This allows us to determine how
successful the individual advertising measures are in relation to the data from the advertising
campaigns. If you access our website via a Google ad, a cookie is stored on your PC by Google
AdWords. These cookies generally lose their validity after 30 days and are not intended to iden-
tify you personally. The following analysis values are generally stored for this cookie, whereby
the data is also processed by Google in the USA:

o Unique cookie ID

o Number of ad impressions per placement (frequency)

o Last impression (relevant for post-view conversions)

o Opt-out information (marking that the user no longer wants to be addressed)

These cookies allow Google to recognize your Internet browser. If a user visits certain pages of
an AdWords customer's website and the cookie stored on their computer has not yet expired,
Google and the customer can recognize that the user has clicked on the ad and has been for-
warded to this page. Each AdWords customer is assigned a different cookie. Cookies can there-
fore not be tracked via the websites of AdWords customers. We do not collect or process any
personal data in the aforementioned advertising measures. We only receive statistical evalua-
tions made available by Google. Based on these evaluations, we can identify which of the ad-
vertising measures used are particularly effective. We do not receive any further data from the
use of advertising materials; in particular we cannot identify users based on this information.
Your data will only be transferred to the USA after granting of your express consent. The legal
basis for the storage of cookies by Google is the consent that is granted (point (a) of Article 6
(1) GDPR). You can withdraw your consent at any time in the cookies settings.

You can find further information and view the Google Privacy Policy
at: https://www.google.de/policies/privacy.

Google Optimize

The web analytics and optimization service Google Optimize is used on our website. The service
is made available by Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland
(hereinafter referred to as “Google Optimize”).

We use the Google Optimize service to enhance the presentation, content, and functionality of
our website by displaying new functions and content to a percentage of our users, and statisti-
cally analyzing their changing usage. Google Optimize is a sub-service from Google Analytics.

Google Optimize uses cookies that enable the optimization and analysis of your use of our
website. The information relating to your usage of our website generated by these cookies is
generally transferred to a Google server in the USA and stored there. In this process, we use
Google Optimize with activated IP anonymization, with the result that your IP address is short-
ened in advance by Google within member states of the European Union or in other states that
are signatories to the Agreement on the European Economic Area. Only in exceptional cases is
the full IP address transferred to a Google server in the USA and shortened there. Google will
use this information to analyze your usage of our Website, compile reports on the optimization
test and associated website activities, and provide us with further services related to website
usage and internet usage.

The transfer of personal data to the USA will only take place with your express prior consent.
The legal basis for the storage of cookies and further analysis of the data over a period of 24
month is the consent that is granted (point (a) of Article 6 (1) GDPR). You can withdraw your
consent at any time in the cookie settings.
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Google reCAPTCHA

We integrate into our website a function for recognizing bots, e.g. when users enter data into
online forms (“reCAPTCHA"); this function is provided by Google Ireland Limited, Gordon
House, Barrow Street, Dublin 4, Ireland. The aim of this is that Google reCAPTCHA will be used
to prevent the improper input of data into our website (e.g. in a contact form) by automated
programs rather than humans. To this end, reCAPTCHA analyses the behavior of website visi-
tors and sends the information required for analysis (including the relevant IP address, mouse
movements, and length of stay) to Google.

Data is processed on the basis of point (f) of Article 6 (1) GDPR. Our legitimate interest lies in
the fact that we wish to protect our website against improper spying and spam.

Further information on Google reCAPTCHA is available at https://www.google.com/recap-
tchal/intro/v3.html as well as in the Google Privacy Policy, which can be accessed at
https://www.google.com/policies/privacy

Google Tag Manager

This website uses Google Tag Manager, a solution offered by Google Ireland Limited (Gordon
House, Barrow St, Dublin 4, Ireland). Google Tag Manager allows various codes and services
to be managed and more easily integrated into the website. Google Tag Manager is a cookie-
free domain that requires transmission of the IP address to Google and triggers other tags that
may collect data under certain circumstances. Google Tag Manager does not access these
data. Insofar as a deactivation has been implemented by the user on a domain or cookie level,
this applies to all tracking cookies that are implemented with Google Tag Manager. Your IP
address can also be processed by Google in the USA. To ensure an adequate level of data
protection, we have concluded the so-called standard contractual clauses with Google.

The legal basis for the aforementioned processing of personal data is point (f) of Article 6 (1)
GDPR.

Data security

All data sent by you personally, including your payment details, are transferred using the gen-
erally accepted and secure SSL (Secure Socket Layer) standard. SSL is a reliable and proven
standard which is used e.g. in online banking.

A secure SSL connection can be identified by the “s” suffixed to the http (i.e. https://...) in the
address bar of your browser or by the lock icon in the lower pane of your browser.

We also take suitable technical and organizational security measures to protect your retained
personal data against destruction, loss, alteration or unauthorized disclosure or access. Our
security measures are continuously improved in line with technological development.

Rights of data subjects

As a data subject in the sense of the GDPR, you are entitled to the following rights. To assert
these rights, please contact us on:

dataprivacy@zeppelin.com or in writing to the above address of

Zeppelin Systems GmbH, Graf-Zeppelin-Platz 1, 88045 Friedrichshafen, Germany,
Tel.: +49 7541 202 02, Fax: +49 7541 202 1491 E-Mail: datenschutz@zeppelin.com

Right of access

Pursuant to Article 15 GDPR, we must provide information about your personal data that we
process.
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Right to rectification

If the information concerning you is no longer correct, you can request a correction in accord-
ance with Article 16 GDPR. If your data is incomplete, you can request completion.

Right to restriction of processing

In accordance with Article 18 GDPR, you have the right to request a restriction of the processing
of your personal data.

Right to erasure

In accordance with Article 17 GDPR, you may request the erasure of your personal data.

Right to data portability

Pursuant to Article 20 GDPR, you have the right to receive personal data concerning you and
which you have provided to us, in a structured, commonly used and machine-readable format.
Within the limits of Article 20(1) GDPR, you also have the right to transfer those data to another
controller nominated by you.

You may withdraw your consent to having your personal data processed for advertising pur-
poses, including analysis of customer data for advertising purposes, at any time without state-
ment of reasons.

You have the right to object at any time, on grounds relating to your particular situation, to the pro-
cessing of personal data concerning you pursuant to point (e) or (f) of Article 6(1) GDPR, in accord-
ance with Article 21 GDPR. We will cease processing your personal data unless we can demonstrate
compelling legitimate grounds for the processing which override your interests, rights and freedoms,
or if the processing assists in the establishment, exercise or defense of legal claims.

Withdrawal of consent

You also have the right at any time to withdraw the provided declaration of consent with regard
to data protection with immediate effect. The withdrawal of consent does not affect the legality
of any processing based on the consent which took place up to the withdrawal thereof.

Automated individual decision-making or profiling measures

We do not use automated processing methods for decision-making — including profiling.

Right to lodge a complaint with a supervisory authority

If you believe that the processing of your personal data infringes on data protection law, in ac-
cordance with Article 77 (1) GDPR you have the right to lodge a complaint with a data protection
supervisory authority of your choice. This also includes the data protection supervisory authority
responsible for the controller: Der Landesbeauftragte fiir den Datenschutz und die Informa-
tionsfreiheit Baden-Wuirttemberg mit Sitz in Stuttgart. You can use the following email ad-
dress for email communication with the supervisory authority: poststelle @Ifdi.bwl.de.



mailto:poststelle@lfdi.bwl.de

2

Storage period for personal data/erasure of personal data

In general, we erase or render anonymous your personal data as soon as they are no longer
necessary in relation to the purposes for which we have collected or otherwise processed them
in accordance with the foregoing clauses, unless continued storage of your personal data is
required to fulfill a legal obligation. Further information about the corresponding deletion periods
can be found in the description of the individual data processing operations.

Disclosure of data to third parties/recipients of data

The personal data that we collect and retain shall never be used by us for sale, trade or loan.
We will only pass on your data to third parties if we are legally obliged or to assert a claim, in
the exercise or defense of legal claims, to investigate unlawful use of our Website or products,
or for prosecution of a claim (insofar as there are reasonable grounds to suspect unlawful or
unfair conduct). Data may also be disclosed for the enforcement of Terms and Conditions of
Use or other agreements. We are also obliged to grant access to certain public bodies on re-
quest. These include law enforcement authorities, authorities which prosecute administrative
offenses, and tax authorities. These data are disclosed on the basis of our legitimate interest in
combating misuse, the prosecution of offenses, and the securing, assertion and enforcement of
claims. The legal basis is point (f) of Article 6 (1) GDPR.

We rely on contractually bound third-party companies and external service providers (“proces-
sors”) to supply our range of products and services. In such cases, personal data are disclosed
to these processors to enable further processing thereof. These processors are carefully se-
lected and regularly checked to ensure that your privacy remains protected. The processors
may only use the data for the specified purposes, and are also contractually obliged to handle
your data in compliance with this data protection statement and the German data protection
laws.

In addition to the aforementioned service providers, we also use the following processors:

Zeppelin GmbH, Graf-Zeppelin-Platz 1, 85748 Garching b. Miinchen as host of the website.

Contact method/data protection officer

You can contact us through our data protection officer as follows with regard to access to your
personal data, to have inaccurate data corrected, blocked or erased, or if you have further ques-
tions regarding the use of your personal data.

Zeppelin GmbH

Data Protection Officer
Graf-Zeppelin-Platz 1

85748 Garching near Munich

Tel: +49 89 32 000-0

Fax: +49 89 32 000-482

Email: dataprivacy@zeppelin.com

Please note that access can only granted if you give us, in full: your first name and surname,
your current and, if necessary, previous address, your date of birth, and your email address.
This information is used exclusively for alignment purposes, which in turn ensures that no un-
authorized third party can obtain your personal data. Any product, operation, and/or contract
numbers which we have sent to you are also useful and helpful, but not necessary, in enabling
us to identify the relevant data quicker.

As of: February 2021
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